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It is Customer’s sole responsibility to ensure a new public/private PGP key pair is generated and 

provided to Global Relay prior to the PGP key expiration date, and to rotate such PGP key in 

accordance with Customer’s security requirements and/or obligations under Applicable Law. 

Customer will receive notice by email 30 days prior to the PGP key expiration date and another 

notice by email when the PGP key expires. Customer acknowledges that if the PGP key pair 

expires, data may not be encrypted and will not be delivered to the SFTP server. Global Relay 

shall not be liable for any failure to delivery Customer data to the SFTP server as a result of the 

expiration of a PGP key pair. Once Customer provides an updated PGP key pair to Global Relay, 

and subject to Professional Service Fees, Customer may request Global Relay to reprocess data 

which may not have been delivered to the SFTP server due to the expiration of a PGP key pair. 

Customer agrees that any reprocessing efforts may result in the duplication of data in the Global 

Relay Archive and SFTP server. Customer acknowledges that Global Relay retains the files on the 

SFTP server for 30 days. After such period, files may be deleted from the SFTP server by Global 

Relay.  

 


