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Why This Document Will be Worth Your Time

BHectronic messaging hasbecome the de facto
communicationsmedium and file transport syssem used in
the workplace today. Most information workersrely on
email more than they do the telephone, fax orpaper-based
communication. The vast majority of organizationsuse email
for sending, receiving and storing critical businessrecords,
including purchase orders, contracts, requestsfor proposal
and othercontent. Instant messaging (IM) use isalso on the
increase, asare Web-based toolsforcommunication and
collaboration.

Consequently, messaging Bparticularly email Bhasbecome
absolutely critical to the operation of most enterprisesand
hasbecome something of a utility, much like electricity or
water provision in certain key respects:

¥ It must be available at alltimes,

¥ It must meet anticipated and unanticipated spikesin
demand, and

¥ ltscost should be driven aslow aspossble

How Should Messaging be Managed?
Organizationscan manage theirmessaging functionality in
one of three ways.

¥ Completelyinternally using in-house staff, hardware and
software.

¥ Completely externally, usng hosted or managed service
providersfor all messaging functions.

¥ Through the use of a hybrid approach in which some
functionsare managed internally and some are
managed by a third party.

The purpose of thisdocumentisto offeran unbiased
discussion and analyssof the key elementsthat must be
considered by decison makersasthey evaluate optionsfor
managing their messaging systems. ltsgoalisto inform
decison makersabout the benefitsof using a hosted or
managed messaging service and the key questionsto ask of
any provider of a sngle messaging service ora complete
suite of services.
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Messaging is Getting More Difficult to Manage

Managing messaging capabilitiesin virtually any
organization isbecoming more complex, more difficult and
more expensve. Atthe same time, organizationsare
becoming increasingly reliant on highly available and robust
messaging functionality. Thisdifficult conundrum in which
decison makersand managersfind themselveshasbeen
caused by a variety of external threatsand internal
demands.

Inbound Problems

Sam, phishing, viruses, worms, Trojan horses, spyware,
blended threatsand otherthreatsare allon the increase, as
are bulk mail attacks. Thisiscreating a variety of basic
security problemsfor ITstaff membersthat are charged with
managing messaging systems.

Among the more seriousof these problemshasbeen the
traditional nemessof messaging administratorsbspam. For
example, during just the latter half of 2006, spam volumes
roughly doubled, overwhelming data connectionsand the
entire mail serverinfrastructure at many companies. Add to
thisthe growth of image spam designed to thwart
conventional spam-filtering technologiesand, more
recently, spam that usesPDFand Microsoft Excel filesto
distribute spam. Even forthose organizationsthat can
effectively block newer spam threats, they are dealing with
messagesthat are roughly five to ten timesthe size of
conventional text-based spam messagesand so consume
more bandwidth and storage. The growth of botnetsthat
consigt of infected GombieOcomputersthat distribute spam
in ever-increasing volumesismaking the problem worse and
more difficult to ssop because of the millionsof potential
sourcesof spam.

In addition to spam, emailisincreasingly an attack vector
for hackersand others, resulting in dictionary attacks, denial-
of-service attacks, directory harvest attacksand other quite
seriousproblemsthat messaging administrators must
address.

The use of native consumerinstant messaging clientscan
put an organization at seriousrisk of malware infection by
opening a threat vector for hackersand othersto exploit.
The number of IM-oriented threatshasincreased
dramatically through summer 2007 compared to the
corresponding period in 2006.
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Further, blended threatsare becoming a more serious
problem. Insuch a coordinated attack, an email that
includesa link to a maliciousWeb ste willbe sent asspam.
When a user clickson the link, maliciouscode thatishosted
on the Web site willbe downloaded to the user@computer.
The code might turn the infected computerinto a zombie
foruse aspart of a botnet, orit might install a keystroke
loggerthat can intercept credit card numbersor other
confidentialinformation. Increasingly, code that isused for
email virusattacksisbeing discovered on Web sites.
Blended threats make it even more important to view
threatsholistically, consdering solutionsto email, Web and
IM threatstogether.

Aside from the security issuesassociated with inbound
content are the increasingly thorny issuessurrounding policy
management. Asdiscussed below, organizationsmust
increasingly focuson creating and enforcing email and
electronic content policiesthat are desgned to protect an
organization from liability in the context of regulationsand
legalrulingsthat require appropriate transmission, retention
and management of thiscontent.

Add to all of thisthe fact that email messagesare smply
getting largert because a growing proportion of legitimate
messagescontain attachments, and the fact that email use
in the workplace isincreasng BOsterman Research has
found that email use isincreasing at about 20% annually.
Further, email payloadsare becoming more varied and
include not only content generated by desktop productivity
applications, but also voice messages, media clips, graphics
files, encrypted messagesand other content that typically
requiresmore storage and specialized knowledge for virus
scanning, archiving, regulatory compliance and e-
discovery.

Outbound Problems

In addition to the quite seriousproblem of inbound
messaging security isthe equally important problem of
outbound security.

There are a variety of problemsthat can result from
improper use of messaging systems, including the lossof
intellectual property or violating privacy regulationsby
employeeswho inadvertently or, in some cases, intentionally
send confidential or otherwise senstive data outsde of the

TAn IDC report showed that email size isincreasing at the rate of 35%peryear.
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organization in an unauthorized way orin cleartext. Also,
there have been many casesin which employeeshave sent
inappropriate content, such asracist jokesor sexually
offensve material, and thereby put theiremployer at risk of
a legal action.

Other outbound security concernsare numerousand focus
on spammers hijacking corporate mail servers, the problem
of securely supporting remote employeescommunicating
with corporate serverswhen they are outsde of the
corporate IP space, protecting against user migakesthat
could compromise network and/ordata security, and other
problems.

Archiving, Data Retention, Data Recovery and Discovery
Requirements are Growing

There isa growing body of requirementsto preserve email,
instant messagesand other electronic content asevidence
forlegalactionsand forregulatory obligations. Forexample,
the new amendmentsto the Federal Rulesof Civil Procedure
(FRCP) that went into effect on December 1, 2006 require
organizationsto pay closer attention to their electronic
information, of which emailisthe largest single component
inmost cases. Because emailisnow included in about 75%
of alle-discovery proceedings, an organization@ability to
preserve thiscontent for the appropriate length of time, in
the right form and in a manner that makesit easy to access
overthe long term willbe increasingly critical. Thiswill
dictate the use of archiving systemsthat can automatically
index incoming content, place itinto archival ssorage where
the chain of custody forthe data can be demonsrated,
and allow it to be searched quickly and easily overlong
periods. Itisimportant to note, however, that insant
messagesand other electronic content must also be
preserved along with email, further complicating the issue of
data retention and management.

Among the growing body of regulatory requirementsto
preserve and manage messaging and other electronic
content are the following:

¥ Securitiesand Exchange Commission (SEC) Rule 17a-4
and National Association of Securities Dealers (NASD)
Rules 3010, 3013 and 3110 require that relevant securities
dealersOcorrespondence with the public must be
supervised, reviewed, retained, audited and otherwise
managed according to a grict set of criteria. Smilar rules
apply to investment advisorsasdelineated under SEC
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Rules 204-2 and 206)4)-7 and for hedge fund advisors
under SEC Rule 203(b)(3)-2. Canadian investment
dealersare governed smilarly underrulesdeveloped by
the Canadian Investment Dealers Association.

Sarbanes-Oxley placesmuch greateremphasison
retaining businessrecordsfor corporate governance
purposes. It requiresmost public organizationsto
preserve and manage email, instant messagesand other
electronic content. However, Sarbanes-Oxley also has
implicationsfor privately-owned firmsthat may seek to
be acquired by a public company, orthat wantto do
businesswith one.

The Gramm-Leach-Bliley Act (GLBA) requiresfinancial
institutionsthat hold personalinformation to transmit and
store thisinformation in such a way that itsintegrity isnot
compromised and to comply with a variety of Securities
and Exchange Commisson and NASD rules.

The Health Insuranc e Portability and Accountability Act
(HIPAA) requiresthat Protected Health Information (PHI),
such asan employee@identity and hisor her health
condition or medications, remain confidential. For
example, if an emailthat contains PHIissent from a
supervisorto an external benefitsad ministrator, it must be
encrypted. There are a variety of areaswithin HIPAA that
must be addressed, including archiving of data, but
protection of patient confidentiality isof paramount
importance for all electronic communication.

Section 215 of the Patriot Act allowsa federal judge to
issue an order permitting the FBIto obtain a businessO
recordsthat are deemed relevant to a terrorist
investigation.

California® SB1386 isa far reaching law that requiresany
holder of personalinformation about a California resident
to notify each resdent whose information may have
been compromised in some way. Thisrequirement
makesit extremely important to retain and transmit
recordsin an encrypted form.

The Personal Information Protection and Hectronic
Documents Act (PIPEDA) isa privacy law that appliesto
allCanadian companiesand that requirespersonal
information to be stored and transmitted securely.
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¥ The UK Data Protection Actimposesrequirementson
businessesoperating in the United Kingdom to protect
the security of personal information and to preserve
information only aslong asit necessary to do so. The Act
requires, at least by implication, encrypted transmission
of personalinformation and itssecure retention.

It isalso important to note that archiving/data retention is
one issue and that recovery/discovery isa related, but
somewhat different, issue. While it iscritically important to
retain data according to corporate policiesand other
requirements, recovering that data, such asduring e-
discovery, isoften more difficult and involvesmore than just
searching fordata.

Forexample, if someone issearching a data store, they are
most often looking for something specific. Discovery, on the
other hand, ismore often about finding something without
the specific knowledge of what isbeing sought, such asany
sort of communication that might contain any of a set of
keywords. Thisisparticularly important in the email use case
fora company that may know about an issue, but hasno
way of knowing that they have everything related to that
issue. Asthe volume of data increases, so doesthe need to
have the discovery toolsto find and recoverit. Thisiswhere
a company requiresa multi-pronged toolsetin order to find
everything about a matter quickly and efficiently.

Encrypted Messaging is Becoming More Important

The growing proportion of senstive content sent through
and stored in email systems, coupled with increasing
regulatory and legal oversight over email content, means
that more and more email messagesmust be encrypted.
Organizationsmust deploy technology that can encrypt
email messages, eitherwhen a sender optsto do so, orvia a
policy-based system that willautomatically scan outbound
contentand encrypt messageswhen the syssem detects
potentially sensitive content within a message.

Messaging Reliability is Becoming Very Critical

Email hasbecome absolutely essential to maintaining user
productivity DPOsterman Research hasfound that user
productivity dropsby about 25% when emailisunavailable.
In a June 2007 Osterman Research survey among corporate
email users, we found that the average user sendsand
receives140 emailseach day, oran average of one email
every 3.4 minutes. Asa result, even very short email outages
can wreak havoc on user productivity.
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In short, messaging system availability isessential Bthese
systemsmugst experience aslittle downtime aspossble. To
accomplish thiswith on-premise systems, organizations must
implement clustering and othertechnologies, aswellas
geographical distribution of messaging capabilities, that can
maintain availability to the greatest extent possible during
power outages, natural disasters, infrastructure failures,
hardware problems, software glitchesand the like.

Business Continuity and Disaster Recovery

In the broader context of messaging system reliability isthe
need to maintain continuity of businessoperationsduring
disasters, whether that disasterisasseriousand widespread
asa hurricane orsomething assimple asa leaky sprinkler
pipe above a serverroom. Thisrequiresthat syssemsmust be
deployed that can provide accessto messaging
capabiltiesduring disasters. An inability to maintain
continuity of messaging operationsduring outage of the
primary messaging syssem can have seriousand negative
ramificationson virtually any business.

Server and Patch Managementis Time-Consuming
ITmanagerscharged with maintaining email serversand
other messaging-related systems, including the operating
system on which the serverruns, can spend a significant
amount of time installing and testing patches. Plus, patches
can conflict with other systemsthat can cause outagesin
servers, creating additional problems. These problemsare
magnified when there are multiple solutionsfor different
communicationschannels, aswellasifa company has
multiple locationsthat need protection.

Storage and Backup are Becoming Increasingly Critical
Messaging storage isincreasing at an average of 35%per
yearaccording to a Sring 2007 Osterman Research survey,
due in part to growing mailbox sizes. Thismeansthat a
terabyte of storage today willgrow to approximately 2.5
terabytesof storage within just three years. Further,
Osterman Research hasfound consistently in a number of
surveysoverthe past few yearsthat growth in storage
management isthe leading problem faced by messaging
decison makers. Adding to these problemsisthe inordinate
amount of time that fullbackupsrequire. For example, an
Osgerman Research survey conducted for FalconSor in June
and July 2007 found that 30% of full backupstake more than
eight hoursto complete.
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Mobile Messaging is Growing in Popularity

The use of mobile messaging devicesison the increase b
Osterman Research forecaststhat the percentage of
corporate email usersthat willemploy a mobile messaging
device willincrease to 35%by 2010. Further, a 2007
Osterman Research survey found that 23%of corporate
data currently resdeson laptopsand other mobile devices.

The growing popularity of mobile messaging createsa
number of problemsfor messaging managers. Hrst,
corporate data can be more easily lost than it can be with
desktop messaging syssems. Forexample, Pointsec found in
a sudy of a Chicago taxicompany that 6.8 mobile phones
and 1.7 personal digital assstantswere lost pertaxi cab
each year. The potential fordata lossarisng from such
physicallossof devicesmeansthat organizations must
implementremote killfacilitiesforthese devicesorthey must
deploy encryption technology that willprotect data in the
event of itsloss.

Further complicating the difficulty associated with managing
mobile devicesisthat they tend to be used by higher profile
individualswithin most organizationsbsenior managers,
traveling employeesand othersfor whom system downtime
iseven lesstolerable than it isfor the average email user.

Policy Managementis Becoming Increasingly Critical

In essence, everything discussed above isa policy
management issue: the way thatincoming messagesare
processed, the criteria for scanning and managing
outbound content, maintaining business continuity,
archiving content, encrypting messages, managing mobile
devicesand managing all of the othertasksassociated with
providing highly reliable messaging servicesboilsdown to
specific policiesthat organizationshave implemented (or
should implement) and the mannerin which they enforce
them.

Consequently, policy management isa critical
consideration forany organization in the context of how it
providesmessaging services. Organizationsmust establish
sound policiesthat can adaptto changing requirements,
these policiesmust be enforced, and systemsmust be
implemented that can assist organizationswith their
management and enforcement.

However, a May 2007 survey by Osterman Research found
that only one-third of organizationshave developed a
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detailed and thorough email policy and that only 13%of
organizationsreport that there isextensive understanding
and compliance with the corporate email policy. Further,
there isgenerally even lessfocuson policy for IM and Web
use despite the fact that policy management for these
media are becoming extremely important.

Ultimately, policy managementispart of the larger context
of corporate governance of messaging systemsbbasically,
the mannerin which organizationsmanage theirmessaging
facilitiesand what they do with the data transmitted and
stored in these systems. There isa benefit of having
integrated policy management acrossmultiple
communication channelsand geographies. Thisreduces
the cost of policy management, and more importantly helps
to ensure that policiesare consistent and synchronized
acrossthe multiple channels. With separate policy
management acrosschannelsthere isa sgnificantly
increased chance of non-compliant communications
occurring on one or more communication channels.

Rising Costs

Maintaining messaging functionality isnot a trivial expense.
Depending on an organization® specific requirements, the
number of emailusersit supports, the geographic distribution
ofitsemployeesand otherfactors, the total cost of
ownership fora messaging syssem isanywhere from $15 to
$50 perseat permonth and can be much more in some
cases. Further complicating the problem isthat messaging
costsare not aspredictable asmany decison makerswould
like them to be Pa power outage, the outbreak of a new
worm or the lossof key personnel can all drive up the cost of
messaging unexpectedly.

Among the factorsthat are serving to drive up the costsof
messaging are:

¥ The need to overspecify email systemsto handle mail
volume spikesfrom denial-of-service attacks, dictionary
harvest attacksand other threats.

¥ Deploying more servers, appliances, storage systems,
bandwidth and other hardware and software to deal
with growing volumesof spam, viruses, spyware and
otherproblems.

¥ Deploying content-scanning sysstemsthat can monitor
outbound email, instant messages, blog postsand other

© 2007 Ogterman Research, Inc. Page 9
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content for potential policy violations, data breaches
and otherrisksthat could pose a threat to an
organization.

¥ Deploying technology to improve the reliability and
resiliency of messaging systemsin orderto provide as
much uptime aspossble.

¥ Hiring ITpersonnel knowledgeable enough to maintain
the systemsin-house and training them on future
hardware and software releases.

¥ Patching variousservers, appliancesand otheron-
premise systemsand managing the unexpected

Based on a problemsthat may arise from a patch@impact on
major study of another system. Thisbecomesmore difficultin larger
mid-sized and companies, particularly those that have a

large geographically distributed infrastructure.

organizations

that Osterman ¥ Implementing busnesscontinuity and disaster recovery
Research

capabilitiesto ensure that an organization can recover
asquickly aspossble from any of the variety of problems
that can bring down itsmessaging capability.

conducted
during June
2007, we forecast

increasing

penetration of ¥ Adding more storage and storage-related systemsin
hosted and orderto accommodate the rapidly growing quantity of
managed messaging system content.

servicesin the

North American ¥ Deploying e-discovery and regulatory compliance
?O%;ke“hrowh capabilitiesthat are designed to mitigate an

organization@risk from non-compliance with the growing
array of legaland regulatory requirementsfocused on
messaging and other electronic content.

¥ The need to deploy encrypted messaging capabilities.

¥ Deploying and managing mobile messaging platforms
and supporting usersof these devices.

In short, providing messaging servicesisexpensve,
somewhat unpredictable and it willbe more expensve in
the future.
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More Organizations are Considering Hosted
and Managed Services

During the past severalyears, the market for hosted and
managed messaging serviceshasincreased substantially.
Odgerman Research anticipatesthat the market will continue
to grow at a healthy pace asan increasing proportion of
organizationsrealize the benefitsof allowing specialist
providersto manage some or all of the corporate
messaging infrastructure.

It isimportant to note that many organizationsare finding
benefit in using a hybrid approach, in which some functions
are managed using on-premise capabilities, while some
functionsare provided by a hosted ormanaged solution.
Using a hosted perimeter email protection service, for
example, can eliminate most spam before it ever hitsthe
corporate network, eliminating much of the storage and
bandwidth requirement for on-premise systems.

Market Overview

Based on a major study of mid-sized and large organizations
that Osterman Research conducted during June 2007, we
forecast increasing penetration of hosted and managed
servicesin the North American market through 2009 as
shown in the following table. Itisimportant to note that the
last three offeringsin the table may be included aspart of a
hosted or managed email service, orthey may be used to
supplement on-premise messaging capabilities.

Percentage of North American Organizations
That Will be Using a Hosted or Managed Solution

Messaging Function
Hosted email services
(e.g., hosted Exchange)

2007
13%

2008
14%

2009
19%

Anti-virusand anti-spam

22%

29%

32%

Email retention and archiving

14%

24%

31%

Wirelesss mobility services

21%

21%

27%

Hosted and managed messaging servicesare clearly a
growing market, but one that ischaracterized by very strong
opinionsfrom both proponentsand detractorsof the
hosed/managed paradigm.
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Proponents of Hosted and Managed Messaging
Proponentsof hosted and managed messaging services
argue thatit makessense to let a specialist organization
manage these services, snce these vendorscan achieve
economiesof scale that many firms, particularly smaller
ones, could neverhope to achieve. To help ensure
messaging continuity, these providersoperate multiple data
centersthat are physically secure, have diesel backup
generators, use redundant communicationslinks, provide a
fullcomplement of staff on a 24x7 bass, create redundant
copiesof data for storage at geographically separated
stes, and offer other capabilitiesthat are fully managed.

For messaging security services, anti-virus sgnaturesare
updated continually, multiple anti-virusand anti-spam
capabiltiesare typically employed, and these scanning
enginesare tuned and updated by the security vendor,
allowing customersto leverage the security vendor®
expertise. Further, managed security providerscan spool
emailin case their customersOprimary email serversgo
down, orthey can provide more robust disasterrecovery
services, enabling businesscontinuity and disaster recovery
for theircustomers.

For messaging archiving and data management services,
service providers offer extremely high levels of reliability and
so capture all messaging content, even when on-premise
systemsare down, allowing total compliance with corporate
retention policies.

For other typesof services, such aswireless mobility services,
hosted and managed servicesprovide very high reliability
even when the primary corporate system isdown. This
allowsmobile employeesto communicate even when the
primary in-house messaging system isunavailable.

In a hosted environment smalland mid-sized busnesses
(SMBs) now have the opportunity to utilize the featuresand
functionality of best-of-breed messaging servicesat a low
per-user price. Previoudy, these applicationshave been
accessble only to Fortune 500 companiesbecause the
latter have the economiesof scale to implement these
capabilities.

Detractors of Hosted and Managed Messaging

Those who oppose the use of hosted and managed services
argue that messaging isa core and fundamental skill set
that must be maintained in-house for a variety of reasons.
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They argue that internal management of the messaging
infrastructure, including messaging security, islessexpensive
than ifa managed service providerisemployed for this
purpose. The corporate message store, which represents
the primary content store for most organizationsand itsmost
important data asset, issmply too valuable to be managed
by a third party at a remote data center. They furtherargue
that security of the messaging repository requiresthatitbe
managed behind the corporate firewall. Further, newer
software-based and appliance offeringsfrom a variety of
leading and other vendorsrequire little investment by IT staff
for activitieslike deployment, upgrades, patch
management and the like, and so the cost of managing a
messaging system internally isbeing driven lower overtime.

Who @ Right?

Given the importance of messaging functionality to virtually
allorganizations, deciding on the best way to manage this
critical corporate assetisnot a trivial decison. Because
emailisthe primary communicationsand file transport
mechanism for virtually all organizations, managing this
capability efficiently and properly isbecoming increasingly
critical. Also, asinstant messaging, Web collaboration, VolP
and othercapabiltiesbecome more widely used in the
workplace, the decison about how best to manage a
messaging infrastructure willbecome ever more important.

Why Consider Hosted and Managed Services?

Why should your organization consider the use of a hosted
ormanaged messaging service? There are a variety of
reasonsto atleast considerusing such services, some of
which, asdiscussed below, may provide important benefits
compared to current, internal methodsof managing these
capabilities.

More Hficient Use of ITResources

One of the fundamentalissuesthat should be considered by
any organization Bbut one that often isnot bisthat of the
opportunity cost of ITstaff members. Most CIOsand IT
managerswould agree that finding and retaining highly
gualified ITstaff isnot an easy task, particularly in a good
economy when competition for good ITtalentisrobust.
Consequently, in-house ITstaff should be used in a way that
allowsthem to provide maximum benefit to theiremployer,
while at the same time affording them a satisfying work
experience that willmotivate them not to move elsewhere.
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A hosted ormanaged messaging service bwhether used for
messaging security, archiving, encryption or other tasksb
can free ITstaff membersfrom the relatively mundane tasks
associated with managing internal systems. Thisallowsthem
to be deployed on initiativesthat provide more differential
value to the organization and that canresultin greater job
satisfaction. Forexample,ifan ITstaff membercan manage
a messaging capability extraordinarily well, he or she
providessome level of value to the enterprise. However, if
that staff member spent the same amount of time
integrating customer-facing IM capabilitiesinto the
company@technical support system, it isvery likely that
much greatervalue could be realized from the same level
of effort, not to mention that the latter project would likely
provider greaterjob satisfaction.

In a broader context, the use of hosted or managed services
allowsan organization to focusmore on itscore busness
ratherthan devote resourcesto managing itsmessaging
infrastructure. Just like the vast majority of organizationsdo
not generate theirown electricity or drilltheirown wells,
organizationsshould consder messaging to be a utility
service that a specialist provider may be betterequipped to
manage.

Potentially Lower and More Predictable Cost of Ownership
There isa widely held perception that internally managed
messaging systemsare lessexpensve to deploy and
operate than hosted ormanaged services. While in some
casesthat perceptionisaccurate, very often it isnot for two
reasons:

¥ Hrst, many decison makersdo not consider the
complete cost of providing messaging functionality
within their organization. They often underestimate the
totalamount of laborrequired to manage the system,
the disruptive impact of outagesand otherunforeseen
eventson other activities, the true costsof capital
expenditures, the unexpected costsof managing a
system, and so forth.

¥ Second, mostdecison makerssmply do not know what it
coststheir organization to provide messaging services. In
a June 2007 Osterman Research survey, forexample, we
asked messaging decison makersthe following question:

Glow closely do you track the total cost of your
messaging system, including licenses, hardware

© 2007 Osterman Research, Inc. Page 14
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depreciation, maintenance/support contracts,
personnel, backups, etc?0

Theirresponsesare shown in the following figure.

(How closely do you track the
total cost of your messaging system?0

, . I know exactly what
I'd have a hard time these costs are

figuring out the total 8%
cost

26%
| know within 10%

what these costs are
25%

Our finance
department could
provide these figures
to me after some work
%

Hexibility of Deployment Options

One of the benefitsof usng a hosted ormanaged
messaging service isthat it allowsan organization to adopt
a granularapproach in how it managesitsmessaging
capabilities. Forexample, an organization that uses
appliancesto protectitsinfrastructure from spam and viruses
canadopta hybrid approach in which it usesa hosted
reputation service to block the bulk of spam and viruses
entering the network, thereby dramatically reducing the
impact on internal storage and bandwidth, but continue to
use itsinternal appliancesfor spam and virusfiltering. An
organization may decide to manage itsown email servers
foremployeesat a corporate headquarters, but use a
hosted messaging service foremployeesin field offices. An
organization may want to supplementitsprimary internal
archiving system with a hosted solution forremote
employees.

In short, hosted and managed solutionsallow organizations
to exercise a great deal of flexibility in how they manage
their messaging infrastructure, supplementing orreplacing
internal capabilitiesquickly and painlessly.

© 2007 Osterman Research, Inc.
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Extending the Life of Existing Email Solutions

Related to the point above isthat hosted and managed
servicesallow an organization to extend the useful life of an
in-house messaging solution. Forexample,ifa company has
reached the maximum capacity of itsemail filtering
appliancesbecause of rapidly growing spam volumes, it
could implement a hosted email security service that would
dramatically reduce the amount of incoming traffic and
thereby allow new investmentsin internal hardware to be
delayed or, possbly, avoided.

Forexample, the enormousincrease in the volume of spam
during 2006 driven by botnetsand the use ofimage spam
resulted in many on-premise solutionsreaching their
maximum capacity. Faced with such a predictament, an
organization could use a hosted service to supplement its
internal capabilitiesand thereby preserve itsinvestment in
the on-premise solutionsit hasdeployed, thereby extending
the useful life of these systems. Thiswould allow an
organization to start usng hosted servicesin a
supplementary role, allowing the organization to determine
whether or not hosted or managed serviceswould fit into
their future plans.

Disaster Recovery for Customer Systems

Most hosted and managed service providersoffer some
level of disasterrecovery. Forexample, most hosted security
providerswill spool email for at least severaldaysin the
event that a customer@email serversgo down. Thisensures
that email sent to the customer willnot be bounced back to
the senderand that email willcontinue to be received until
the customer@email serversare restored.

Busine ss Continuity

Even more important, however, issome providersOprovision
of busnesscontinuity capabiltieson a number of levels,
including backup email systems, continued archiving of
messaging system content during outagesand other
services. Thisallowsmessaging capabilitiesto remain active
regardlessof problemsthat may occurat their cusomersO
stes. Using such a businesscontinuity service will allow a
businessto recover much more quickly from a power
outage, a natural disaster or some other disruptive event.

Rapid Deployment of Services

One of the fundamental benefitsof a hosted ormanaged
service isthe speed with which servicescan be deployed.
Forexample, deploying new hosted or managed services
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typically requiresno more than the change of an MXrecord
ora change in the configuration of messaging clients.
Adding new usersto an existing service typically requiresjust
a phone call, completion of an online form oritcan be
accomplished through a Web-based administration tool.
Hosted and managed servicesmake it easy to add or
subtract smallnumbersof users, or even entire business units,
from a particular service, which isparticularly advantageous
when integrating merged oracquired companiesinto a
messaging infrastructure.

Maintenance of the Most Current Capabilities

Hosted and managed service providerstypically update
their capabiltieson a nearreal-time bass. Forexample, a
hosted or managed archiving servicesprovidercan
implement a new retention policy immediately for all of its
customers. A provider of anti-virusand anti-spam filtering
serviceswill typically update itssignatureson a continual
basis. Further, service providerstypically deploy a broader
range of leading technologiesand offer expertise that might
not otherwise be available or affordable to theircustomers,
particularly their smaller customers.

Many Providers Offera Complete Range of Services

One of the more important advantagesofa hosted or
managed service isthat many can offera complete range
of services, including Exchange, Notes, GroupWise, POP,
IMAP, Webmail or other messaging services, message
filtering for spam, virusesand malware; archiving of inbound
and outbound content; encryption; email continuity services
in the event of a failure in the primary email system;
compliance with regulatory and e-discovery requirements,
IM filtering; and data migration services. Alternatively, a
sngle service can be employed initially and other services
added ascorporate requirementschange.

Very High Reliability and SLA Commitments

Hosted and managed servicesvendorscan typically invest
more resourcesinto theirinfrastructure than individual
organizationscan afford and so provide extremely high
levels of reliability. Because most hosted and managed
service providersmaintain very robust data centers, they
can typically offer very high levelsof reliability and Service
Level Agreements (SAs) that would be difficult forinternally
managed systemsto match. Thisallowscustomersto focus
on providing servicesthat offer greater value to their
enterprise with the assurance that messaging functionality
will be available virtually 100% of the time.
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It isalso importantto consider that hosted and managed
providersOdata centersare staffed on a 24x7 basisand that
capabiltiesare monitored around the clock. Thismeans
that problemscan be dealt with more rapidly than is
feasble in many on-premise deployments.

Excess Mail Capacity to Handle Unforeseen Problems
Hosted and managed messaging providerstypically have
much more excessmail capacity than an organization that
managesitsown on-premise email infrastructure. Thisis
smply because itisnot economically feasble for the latter
to deploy enough excesscapacity to maintain in the event
of a crippling, large-scale spam attack, forexample. Excess
capacity deployed fora large number of customersissimply
more economically feasble for a service provider.

Minimizing the Impact on the Internal Network

Because such a high percentage of maliciousspam isnot
directed to valid emailaddresses, using a perimeter-based
service offloadsthe majority of email processng (and
associated email network traffic) before it everreachesthe
customer@network. On-premise solutions, regardless of how
robugt, stilmust react to spam afterit hasentered the
network, placing additionaldemandson storage and
bandwidth.

Smooth Migration to New Messaging Platforms

Among the chief benefitsoffered by a hosted or managed
service isthat migration to new messaging systemsismade
much easer. Forexample, while migrating from Microsoft
Exchange 2003 to Exchange 2007 will offera number of
benefitsbecause of the improvementsdesigned into the
latter, migrating to the system using internalresourcesisa
significant undertaking because of the need to implement
64-bit hardware, the deployment of new server software, the
time required to learn the new serverrolesin Exchange 2007,
etc. Using a hosted ormanaged service provider that will
migrate to the next-generation messaging capability for its
customersissubstantially easier and lesspainful than an
internal migration.

Accessto Expertise That Might Not Otherwise be Available
Jecialist providersof hosted and managed servicescan
often provide expertise, such asprofessonal servicesfor
migration, that might not otherwise be available. Thisis
particularly advantageousfor smaller companies.
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Good Physical Security

One of the concernsthat many prospective customers of
hosted and managed servicesexpressisfocused on the
physical security of theirdata when managed by a third
party. Most of the leading providersof hosted and
managed servicesmaintain very secure physical facilities,
including video surveillance, multiple accesspointsusing
two-factorauthentication, tracking and monitoring tools
and other systemsthat protect their customersOdata from
being compromised. Measures, such asSAS70 auditsor
Web Trust certification, can provide an extra level of
assurance forcustomers.

Privacy Guarantees

Some organizationsare concerned with the privacy of their
messageswhen routing them through a hosted or managed
service. However, messagesare generally automatically
processed by the system without any human intervention.
Messagesare normally stored only to benefit the customer,
such asthrough quarantinesor for disasterrecovery
measures.

VendoriIndependence

Using a hosted or managed service provider can make a
customer of the service lessdependent on a particular
vendor@technology, and so will minimize the impact of
legacy systemson future technology orvendor choices.

Questionsto Ask of Your Internal Management
and Hosted and Managed Service Vendors

There are a number of questionsthat any prospective
customer of hosted or managed messaging servicesshould
ask of a vendorthey are considering to provide these
services. There are also several questionsthat organizations
should ask themselvesbefore they use a third party to
provide messaging services.

The following offersa good starting point for questionsthat
should be asked, although itisimportant to note that not all
of the questionswillapply to alltypesof hosted and
managed servicesorto all vendors.
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Questions to Ask Your Internal Management

¥

Ismessaging a core competency that we want to retain in-
house?

Do we have enough ITstaff members, or will we be able to
recruit enough ITstaff, to manage our current and planned
messaging capabilities, aswell as other ITinitiatives from which
we could derive competitive advantage?

How much will it costusto deploy all of the new capabilities
that we will need for archiving, encryption, security and other
capabilitiesover the next few years?

What is the total cost of managing our messaging
infrastructure, including whatever opportunity costsmay be
associated with managing our systemsinternally?

How much will it cost usto migrate to a new messaging system
when such a migration isrequired?

Capabilities Offered

¥

What capabilitiesdoesthe vendor offer today and what
capabilities are on the vendor@roadmap? These services
mightinclude:

¥ Hosted messaging services

Arc hiving

Online bac kup

Enc ryption

Unified messag ing

Mobility

Web conferencing and othercollaboration cap abilities
Instant messag ing services

Active Directory integration

Othercapabilities

KKK KKK KKK

Which email servers/ platforms are supported?
Which versions of email servers and platforms are supported?
Which email clients are supported?

Doesthe vendor provide real-time scanning of Web traffic for
virusesand malware?

Doesthe vendor support orrequire any on-premise hardware
or software?

How many data centersdoesthe vendor operate?

What type of data centeris provided?
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¥ What migration tools and services are offered?
¥ How often are upgrades provided?
¥ Whatreporting capabilities are provided?

¥ Doesthe vendorhave premier support agreements with their
technology partners?

¥ Are disasterrecovery services offered if the customer system is
unavailable?

Architectural Considerations

¥ What architectural capabilities ensure that there is neither

delay in message delivery nor any additional, unnecessary risk

incurred by storing a copy of the message?

¥ Doesthe vendor perform full, nightly backupsof customer
data?

¥ Isthe vendor using their own technology or another vendor®?

¥ Doesthe vendoruse the application developer® platform or
one developed by anothervendor?

¥  Will the vendor@infrastructure scale to meet future
requirements?

Reliability

¥ What Service Level Agreements doesthe vendor offer?

¥ How much system downtime hasthe vendor experienced
during the past month? Sx months? Year?

Security

¥ How secure isthe infrastructure?

o What controlsare in plac e to control ac cessto customer
data?

0 What intrusion detection systemsare in plac e to protect
the vendor@data center?

o What redundant cap ab ilitiesare in plac e, including
bac kup generators, redund ant telecommunication links,
etc.?
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Data Management

¥

¥

Doesthe vendor host customers on shared and/or dedicated
servers?

In what countries will the data be stored?

Services Offered

¥

How integrated are the services? Forexample, if the vendor
offers IM and archiving services, are instant messages
archived?

Doesthe vendor provide other complementary products and
services?

Doesthe vendor provide both shared and dedicated servers?
What customer support services are offered?

o What are the technical support hours?

o Doesthe vendor offerlive 24x7 support?

0 Where are the technical support staff based?

Doesthe vendor provide a dedicated Technical Account
Manager after the sale?

Can customers outsource DNS, Web sites and applications,
and email to the vendor?

Can customersresell the service? If so, what features are
offered to support reselling the service (white labeling,
reseller@ console, etc.)?

What provisioning tools are provided?

Doesthe vendor provide automated Web services?

How flexible isthe providerin offering various services?

Are policiesacross all communications channels unified and
managed in a single, integrated Web console?

Is distributed administration of the service supported (e.g.
regional administrators with control over only a subset of the
users)?

Are end-users able to manage theirown configurations and
settings?

Are messages stored on disk and then forwarded to the end
customers?
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Vendor-Secific Questions

¥

¥

Isthe vendor financially viable?

How long hasthe vendor been in the hosting or managed
services business?

How long hasthe vendor been in the specific business for
which they are being considered (security, archiving,
complete messaging services, encryption, etc.)?

How many customersdoesthe vendor support and how has
thischanged?

What size and type of customersdoesthe vendor support?

Can the vendor provide referenceable customersthat are
similar to our organization?

What email volume doesthe vendor support and how has this
changed?

What certifications have the vendor@ employeesearned?
How many?

What corporate certifications or audits are offered?

Migrating Away from the Vendor

¥

¥

What are the termination conditions?

How can data be exported / migrated to an on-premise
solution or to another hosted provider?

Other Questions

¥

¥

Doesthe vendor offer professional services?

What is the experience level of the vendor® professional
servicesteam?

Who will own our data?
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ummary

Messaging isa misson-critical function for virtually all
organizationsand itisbecoming more so. However,
managing messaging systemsisbecoming more difficult
and more demandsare being placed on organizationsto
manage these systemseffectively.

One option that can help organizationsto manage their
messaging systemsmore effectively isthe use of hosted or
managed servicesto provide some or all of the servicesthey
require. Although many corporate decison-makersbalk at
the prospect of using a hosted or managed service
because they perceive these servicesto be more expensive,
lesssecure or offerlesscontrol compared to on-premise
systems, Osterman Research hasfound that these fearsare,
in almost every case, unfounded. On the contrary, hosted
and managed servicesoften are lessexpensve than on-
premise systems, provide better security than hasbeen
deployed in most companies, and offeratleast asmuch
control overthe data.

There are a number of issuesto consider for organizations
that are evaluating hosted or managed service providers.
Due diligence in evaluating the hosted/managed option
can yield significant benefitsand willbe worth the effort.

© 2007 Osterman Research, Inc. Page 24



gGlobal Relay

== Communications Inc

410 Park Avenue

15t Hoor

New York, NY 10022
USA

+1 866 484 6630
www.globalrelay.com

A Guide to Understanding Hosted and Managed Messaging

Sponsor of this White Paper

Global Relay's Suite of Hosted Messaging Servicesprovides
businesseswith easy-to-use professonally-managed,
archiving, continuity and security solutions. The Message
Archiver, Global Relay'score technology, ssamlesdy
integrateswith allemailand instant messaging syssemsto
deliver the fastest online search, retrieval and monitoring
capabiltieson the market today. ltsenterprise-class, web-
based servicesaddressthe demandsofregulatory
compliance, audit and eDiscovery, while alleviating the
burden of message management, storage, security and
business continuity, including migration of legacy data.

Built on a reputation of customer service, technical expertise
and compliance excellence, Global Relay hasdelivered
Hosted Messaging Servicesforover 8 yearsand hasnever
lost a message, nor had a security breach. We help our
customersstay organized, competitive, compliant and in
control.
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